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INFORMATION SECURITY BUSINESS CONTINUITY

Enterprise Security Programs ~ Strategic Security Sourcing Enterprise Security Testing Application Security Testing
+ Security Risk Assessment + CISO * Vulnerability Testing & Assessment - Black Box Testing
+ Data Classification * Security Program Management + Configuration Review + Grey Box Testing
* Security Program Development - Technical Security Analyst * Security Architecture Review * Source Code Review
+ Security Program Remediation » Internal Audit * Physical Security + Mobile Application Testing
* Incident Response Planning * Social Engineering * Full Application Testing
i i Program Maturity Assessments * Wireless Testin - .

Business Continuity g y 9 ‘ Digital Forensics
+ Security Programs * Business Impact Analysis + Attack & Penetration Testing

BCP/DRP P * Threat & Risk Assessment * Disk Level Forensics

rograms Threat Management Services - eDiscovery

+ Incident Response Programs + BCP/DRP Plan Development

» Vulnerability Management Program  * Emergency Incident Response

+ Network Monitoring & Live Response

+ BCP/DRP Testing

COMPLIANCE THREAT HUNTING & RESPONSE

. . Network Host
Assessment & Advisory Policy & Procedure Development - Elastic Sensor Technology + CylancePROTECT™
- PCIDSS: QSA, SAQ . - Correlated Threat Intelligence + CylanceOPTICS®
* Advisoey Assistance Compliance Program Management « Cylance File Analysis Framework * Vulnerability Management
* HIPAA Privacy & Security - Next-gen IDS - Forensic Analysis
*HITECH Privacy & Security 3rd Party Vendor Assessment - Hunting, Alerts & Notifications - Endgame Managed EDR
* NERC CIP - Actionable Verified Incidents « Endgame Consultant License

Security Awareness Training

Standards Gap Assessment + Visualizations & Search

+ NIST800-53/FISMA Log

+1S0 27001/2 + Centralized Log Collection
+ Unified Compliance Framework « Visualizations & Search

+ Cloud Security Alliance » Compliance Dashboards

« Configuration Change Alerts

For More Information

(317) 663.8694
info@pondurance.com

www.pondurance.com




